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PARENT BILL OF RIGHTS FOR STUDENT
DATA PRIVACY AND SECURITY
THIRD PARTY CONTRACTOR SUPPLEMENT

Kahoot! has been engaged by the City School District of Albany to provide services. In this
capacity, the company may collect, process, manage, store or analyze student and/or
teacher/principal personally identifiable information (PII).

Kahoot! will provide the district with a game-based learning platform, allowing users to create and
share quizzes and training challenges to be played live on a shared screen or on the users own
device in shared groups or individual challenges. Kahoot! will use the student and teacher data
only for the exclusive purpose of providing the service, as defined in the agreement.

Kahoot! will ensure that subcontractors or others that the company shares Pl with will abide by
data protection and security requirements of district policy, and state and federal law and
regulations by entering into written contracts with all our sub-processors imposing the same level
of security and data protection obligations that are undertaken by Kahoot!. All sub-processors hold
the highest level of security and have current certifications for ISO27001, SOC2 type 2, or similar.
Kahoot! by entering into an Agreement with the School District acknowledges it has reviewed the
relevant District policies on safeguarding PII, including but not limited to, Policy 8635 and
Regulation 8635.

P11 will be stored be stored at Kahoot's sub-processors, located, as applicable, in Europe, Canada
and the USA. Kahoot! only uses hosting services that are 1SO270001 and/or SOC2 type 2
compliant. Data is encrypted in motion and at rest in accordance with industry best standards. For
datastores, Kahoot! uses a combination of full partition encryption based on LUKS and supplied
provided full disk encryption (AES).

Parents may challenge the accuracy of Pl held by Kahoot! by contacting the District. Kahoot will
assist the school/district in potential requests from parents or students to access and/or correct data,
as prescribed by relevant law.

Kahoot! will take reasonable measures to ensure the confidentiality of PIl by implementing the

following:
e Password protections
e Administrative procedures
e Encryption while Pl is in motion and at rest
e Firewalls
e Other: Employee training
The contractor’s agreement with the district beginson ............ andendson........... Once the

contractor has completed its service to the district, records containing student Pl will be deleted
and destroyed unless otherwise agreed.
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