
PARENT BILL OF RIGHTS FOR STUDENT
DATA PRIVACY AND SECURITY

THIRD PARTY CONTRACTOR SUPPLEMENT

The (insert name of contractor) has been engaged by the City School District of Albany to 
provide services.  In this capacity, the company may collect, process, manage, store or analyze 
student and/or teacher/principal personally identifiable information (PII).

The (insert name of contractor) will provide the district with (describe specific purpose for 
which the PII will be used).

The (insert the name of contractor) will ensure that subcontractors or others that the company 
shares PII with will abide by data protection and security requirements of district policy, and 
state and federal law and regulations by (describe methods/procedures to safeguard data use by 
subcontractors).  The (insert name of contractor) by entering into an Agreement with the School 
District acknowledges it has reviewed the relevant District policies on safeguarding PII, 
including but not limited to, Policy 8635 and Regulation 8635.

PII will be stored (describe the location in a manner that protects data security).

Parents may challenge the accuracy of PII held by (insert name of contractor) by contacting 
(insert contact information, including title, phone number, mailing address and email address).

The (insert name of contractor) will take reasonable measures to ensure the confidentiality of PII 
by implementing the following (describe the following, as applicable):

• Password protections
• Administrative procedures
• Encryption while PII is in motion and at rest
• Firewalls
• Other:__________________________________

The contractor’s agreement with the district begins on (insert date) and ends on (insert date).  
Once the contractor has completed its service to the district, records containing student PII will 
be (select one: destroyed or returned) by (insert date) via the following (insert method if 
destroyed or format if returned).

_______________________ _______________
Authorized Representative                                    Date
(insert name of contractor)
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Inside of a student’s login in Gimkit or by emailing hello@gimkit.com.
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DATA PRIVACY AND SECURITY PLAN 
 
CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN IS ATTACHED HERETO         
AND INCORPORATED HEREIN.  
 
 
 
 

 

Jeffrey Osborn
1. Specifies the administrative, operational and technical safeguards and practices in place to protect personally identifiable information that Contractor will receive under the contract;

Gimkit shall comply with all District and Board of Education policies as well as state, federal, and local laws, regulations, rules, and requirements related to the confidentiality of records and data security and privacy, including the District’s Parents’ Bill of Rights for Data Privacy and Security, annexed hereto. 

Additionally, We use industry best practices to securely store and transmit user information. Specifically, all Gimkit data is encrypted in motion. We force HTTPS on our site, which means that it is not possible for a third party to see data between the client side and Gimkit. Gimkit's data at rest is stored in a database, in which the only way to access it is by having Gimkit's database credentials.We force all web traffic on gimkit.com to use HTTPS. �

Jeffrey Osborn
and at rest

Jeffrey Osborn
Gimkit data is encrypted at motion and at rest under the highest current industry standards (TLS/SSL) 
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